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Change in Canceled Card List Domains by July 2024

Introduction

This Technical Advisory informs a
change in the definition and location of
the Canceled Card List (CCL) and Visual
Canceled Card List (VCCL) with respect
to a URL address.

Background and Definition

After many years of re-direct for these
lists, a new secured URL is planned to
be implemented on or around July 2024.

Problem Statement

Existing relying parties will lose
connectivity / availability to these lists
once the irreversible change of the URL
is put into production. A new Transport
Layer Security (TLS) session certificate
will be generated per best practice.

Description of New or Unique
Process

Only the URL address changes for the
CCL and VCCL (and their message
digests).

The new addresses are:

https://tsaenrollmentbyidemia.tsa.dhs.gov/ccl/
CCL.CSV

https://tsaenrollmentbyidemia.tsa.dhs.gov/ccl/
CCL.CSV.MD5

https://tsaenrollmentbyidemia.tsa.dhs.gov/ccl/
VCCL.CSV

https://tsaenrollmentbyidemia.tsa.dhs.gov/ccl/
VCCL.CSV.MD5

Use of New or Unique Process

TWIC reader vendors and other relying
parties will need to update their product
offering to accommodate this planned
change.


https://tsaenrollmentbyidemia.tsa.dhs.gov/ccl/CCL.CSV
https://tsaenrollmentbyidemia.tsa.dhs.gov/ccl/CCL.CSV
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftsaenrollmentbyidemia.tsa.dhs.gov%2Fccl%2FCCL.CSV.MD5&data=05%7C02%7Cgsmith%40idtp.com%7C4fe17c1a5e914663c64808dbfce5982e%7Ce6175822dd364df3ab26dacd080220c9%7C0%7C0%7C638381835302861485%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=YpDQEB4w24GgqTLLmUcT14cRUwwUJ%2FVNEBklENf0fNc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftsaenrollmentbyidemia.tsa.dhs.gov%2Fccl%2FCCL.CSV.MD5&data=05%7C02%7Cgsmith%40idtp.com%7C4fe17c1a5e914663c64808dbfce5982e%7Ce6175822dd364df3ab26dacd080220c9%7C0%7C0%7C638381835302861485%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=YpDQEB4w24GgqTLLmUcT14cRUwwUJ%2FVNEBklENf0fNc%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftsaenrollmentbyidemia.tsa.dhs.gov%2Fccl%2FVCCL.CSV&data=05%7C02%7Cgsmith%40idtp.com%7C4fe17c1a5e914663c64808dbfce5982e%7Ce6175822dd364df3ab26dacd080220c9%7C0%7C0%7C638381835302861485%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=QI7Z3KFaK3U3fY0apAcSukrCNuc%2FCl%2FkZ0nu6R5KzZs%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftsaenrollmentbyidemia.tsa.dhs.gov%2Fccl%2FVCCL.CSV&data=05%7C02%7Cgsmith%40idtp.com%7C4fe17c1a5e914663c64808dbfce5982e%7Ce6175822dd364df3ab26dacd080220c9%7C0%7C0%7C638381835302861485%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=QI7Z3KFaK3U3fY0apAcSukrCNuc%2FCl%2FkZ0nu6R5KzZs%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftsaenrollmentbyidemia.tsa.dhs.gov%2Fccl%2FVCCL.CSV.MD5&data=05%7C02%7Cgsmith%40idtp.com%7C4fe17c1a5e914663c64808dbfce5982e%7Ce6175822dd364df3ab26dacd080220c9%7C0%7C0%7C638381835302861485%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=pirjC%2F%2BfR9gYSyT2TPMaRvqBXoqvursDmgrdbapK9pg%3D&reserved=0
https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftsaenrollmentbyidemia.tsa.dhs.gov%2Fccl%2FVCCL.CSV.MD5&data=05%7C02%7Cgsmith%40idtp.com%7C4fe17c1a5e914663c64808dbfce5982e%7Ce6175822dd364df3ab26dacd080220c9%7C0%7C0%7C638381835302861485%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=pirjC%2F%2BfR9gYSyT2TPMaRvqBXoqvursDmgrdbapK9pg%3D&reserved=0
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Change to the location of the CCL and VCCL

Design Features of New or
Unique Process

TWIC reader vendors remain
encouraged to use the CCL and VCCL as
their immediate way of determining
whether a TWIC card is no longer trusted
by TSA.

Comments

Questions on this Technical Advisory
should be addressed to the TSA TWIC
PMO TWIC Reader Hardware and Card
Application Specification Project Editor,
TWIC-Technology@tsa.dhs.gov.

Subject References

TWIC Reader Hardware and Card
Application Specification.

Keywords

CCL

VCCL

URL

TWIC Reader Specification

Standard Details

Refer to Section 2 Subject References
in the Subject Reference document.

Specifications or Special
Provision

Forward looking, a NEXGEN TWIC
specification, in four (4) parts, is available
upon request to TSA.

Supersedes Dates

There is no previous Technical Advisory
issued that addresses this unique
change.

This Technical Advisory shall be active
until further notice.

Obtain more Information

More technical information on TWIC can
be obtained at the email address of:

TWIC-Technology@tsa.dhs.gov.
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